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I Who We Surveyed

Buy-side investors and Sell-side analysts across North America, Europe, the United

Audience: Kingdom, and Asia

Data Collection: August 29t though September 16, 2016

Sample Size: 208 investors. Margin of error of 6.8%.

Data presented in the 2016, 2015, and 2014 surveys have been weighted by

Notes: s
country to allow accurate comparison.



Key Findings - 2016

Data Breaches Can Reduce
Valuations During M&A

Even after a company has been
acquired as a result of an M&A,
investors may decrease their valuation
of the company if they learned that the
acquired company suffered a data
breach in the past.

Investors are much more likely to
increase their valuation of a company if
they learned that it took proactive
steps to mitigate against potential
cybersecurity risks.

Reactive responses, including working
with law enforcement, can decrease a
valuation.

Increasing Importance to
Protect Customer Data

Investors view the security of
customer data as among the most
important cybersecurity factors
that can inform their valuation.

The percentage of investors who
have made an investment based on
the security of customer data has
increased in each year of this
survey and is seen as the most
important cybersecurity issue in
global M&A.

All Attention on the Company
CEO During a Breach

During a data breach, investors will
pay close attention to the response of
a the afflicted company and expect
to hear from the CEO.

For investors, the response from the
company is just as important as the
scale of the breach, and both are top
priorities for investors as they
consider their valuations.

While investors believe that all levels
of a company need to understand
cybersecurity risks, the CEO is the
individual with the most
responsibility to communicate.






Data Valuation During M&A O s 2016
Investors will not decrease their valuation if a network security firm assists
WIth data lntegratlon Impact on Valuation During an M&A

. - . | 65%
Learning that the companies involved in the merger !

will need to spend a large amount of time . 0 0 0 0
integrating the data from different data systems 20% 9% 57% 8%

i 61%
Learning that the data integration will be a
significant cost of the merger . 25% 8% 48% 13%
i 59%
Learning that one of the companies involved in the
merger had its security compromised in a data l/o 289% 99 53% 6%

breach in the past

i 23%
Learning that the merger will require a network
security firm to be brought in to help manage the - 52% 9% 21% RO
data integration

W Significantly increase B Somewhat increase No impact

H Don’t Know B Somewhat decrease W Significantly decrease

How would that impact your valuation of the company?
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Data Valuation After Acquisition
The legacy of a data breach can still decrease a valuation after an acquisition

50%
36% 11% 47%

Learning that the acquired company had its security ZI/
compromised in a data breach in the past 0

35%

Learning that integrating the data from the new
company will be paired with an extensive cyber
education campaign among employees

51% 11% 39

. . . 28%

Learning that the new company which will come
from the acquisition will develop a cybersecurity 104 58% 11% 309
response plan

39%

Learning that the acquired company has worked
with a cybersecurity forensics company in the
past to mitigate against data breaches

48% 10% 39

Learning that the acquired company has worked

<
S

with a cybersecurity forensics company in the past 65% 11% 12%
in response to a data breach
W Significantly increase B Somewhat increase No impact
H Don't Know B Somewhat decrease W Significantly decrease

How would that impact your valuation of the company?
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Mitigation Can Improve Valuations
Action that is taken preemptively and proactively does more to improve
valuation than a reactive response

Impact on Valuation of a Company

50% |

If you learned that a company was working with a
network security firm to mitigate against potential 8% 43% %
cybersecurity risks, how would that impact your
valuation of the company?

I“

29% E
If you learned that a company was working with a
network security firm in response to a data breach, 50% 5% 16%
how would that impact your valuation of the company?
13% |
If you learned that a company was working with a law i
enforcement agency in response to a data breach, 0 0 0 0
how would that impact your valuation of the company? 55% 5% 23% 5%
W Significantly increase m Somewhat increase
No impact H Don’t Know
B Somewhat decrease W Significantly decrease



MOSt At'RiSk Sectors © Brunswick Insight 2016
Financial sectors carry the most cybersecurity risk in the minds of investors

Sectors Most at Risk Specific Risk for Cybersecurity Threats
1. Financial Services 899, i
2. Defense Financial services 77% V27N 10% I
3. Technology i
% |

4. Healthcare 89% |
5. Telecoms Banking 809% 78 10%
6. Utilities 67% |
7. Retail '

Retail 32% 35% P8 18% 6%
8. Transportation :
9. Manufacturing 73% i
10. Energy and Natural Resources Healthcare 27% 46% 10%
11.Hospitality 50% |
12. Education Energy and natural

14% 35% 10% 34% 8%

13. Entertainment resources

14. Construction

15. Agriculture B Very high risk B Somewhat highrisk = Don't Know B Somewhatlow risk M Very low risk

Please rank the following sectors based on how at-risk their valuation is to cybersecurity issues.
Thinking specifically about the following sectors, how much risk do you believe companies in that sector face from cybersecurity threats? 8
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Increased Importance of Breaches
Investors increasingly care about the security of customer data

2014 m=2015 m2016

0
60% 55%
50%
40%
30%
20%
10%
Option not
0% rovided.
Announcement of new Staffing of executive  Ability to monetize Usage of big data Level of security | CSR and community j History with data |
products or services leadership positions data it owns placed on customer | involvement breaches |
data initiatives
- — - - | - - - - |

X i

M iaid @ (2] ﬁ 10

QUESTION: Thinking about the past 12 months, please indicate if you have made an investment decision or recommendation in a company due to its:




Regional Differences - US and Asia © Brunswick Insight 2016
Investors in Asia pay close attention to a company’s history with data breaches

2014 2015 @ 2016 W
W ’
55%
68%
479
439
559 390 &
50%
250 S 8% 350 35%
439 43%A2% 2% 2%
339 249 26%2(y 25%
(]
8% 16Y
129
13% 15%
7%
2%

oD y

A R

Announcement of Staffing of executive Ability to Usage of big Level of security CSR and community History with data
new products or leadershi iti monetize data data placed on customer involvement breaches

C p positions : WoLvel
services itowns data initiatives

A’ ih

% ica B .




Regional Differences - Europe and UK © Brunswick Insight 2016
Investors in Europe are now more concerned about protecting customer data

2014 2015 W 2016
i
. ﬁl : ;.3
R .
56%
53%
9% 49%
3% 42%
399
7%
339
31% &
70
3%

20%

1394% 13%
l 10‘

2 @ @ p i & e & @ i

Announcement of Staffing of executive Ability to Usage of big Level of security CSR and community History with data
new products or leadership positions monetize data data placed on customer involvement breaches
services itowns data initiatives

&’ ih

% i 5 .




Cybersecurity in Global M&A
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Protecting customer data will have the largest impact on global M&A

709
o 63%
60% >9%
0
50%
41% 41%
40% 36%
0,
30% 29%
21% 19%
20%
10%
0%
Companies Companies Companies Data breaches of The ability of Companies New data Companies
protecting the protecting the  verifying that their =~ company data companies that collecting meta- protectionism laws adopting
security of privacy of customer data is properly merge to combine data on their which restrict blockchain
customer data data encrypted their IT platforms customers access to cloud technology
II computers
Top Factor: Securing Secondary Factors: Encryption, breaches, and Low Priority Factors: Meta-data collection,
customer data. data merging. data protectionism, and blockchain technology.

What are the most important factors related to cybersecurity that will impact global M&A for the next 12 months?

13
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Openness to Data Reporting Regulations
Across geographies, investors believe regulations that require companies to
report breaches will improve the investment climate

This regulation will hurt the investment

The EU’s General Data . .
Protection Regulation is a climate because having to report every
rule that focuses on how data breach will create instability in the

companies must respond markets.

to a data breach.

The law requires that
companies notify
regulatory authorities
within 24 hours of a data
breach, followed by notice
to all the individuals
whose personal data was
compromised.

This regulation will improve the
investment climate because regulators
and individuals will get prompt
information about each data breach.

Total North Europe UK Asia
America

Based on what you know now about this law, which of the statements below comes closest to your view?
14






Who Will Investors Blame? © Brunswick Insight 2016
Across regions, investors would blame the target company in the event of a hack

If a company that you invested in was hacked and your personal
information was stolen, who would you blame?

All Investors 93% Investors by Region
85%
78%
74%
64%
57%
49%
19%
12%
10% 9o / 10%
- 2% 2% 3%3% 3% 3%
— —— | -
The Company The Thieves Myself No one The The Company The Thieves Myself No one The
Government Government

North America ™ Europe UK ® Asia

If a company that you invested in was hacked and your personal information was stolen, who would you blame?

16
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Investor Concerns During a Data Breach
How a company responds to a breach is the top factor in a valuation

Potential factors during a data breach Impact on Valuation

The company’s response to the breach _ 549,
Top concerns The scale of the breach _ 549%
The impact of the breach on business operations _ 53%
The type of data affected by the breach _ 37%

Secondary Whether previous breaches have occurred at the _ 21%
concerns company 0

How the breach occurred _ 20%

The media’s reporting on the breach - 11%

Least important Commentary on the breach from analysts - 8%

concerns The identity of the individual or group responsible . 5%

The group or individual claiming responsibility I 3%

When a company experiences a data breach, what factors do you consider to determine the breach's impact on valuation?
17



Corporate Roles During a Breach © Brunswick Insight 2016
During a breach, the CEO is uniquely responsible with responding publicly

When a company experiences a data breach,
who do you most want to hear from?

Most ceo [ -5

responsible
responding  senjor Management Team _ 32%

Official Company Statement _ 31%
Somewhat cio/cro/ciso | 30
r nsibl
espons b € C-Suite Executives _ 21%
responding

Board of Directors _ 15%
irteam | 12%

. Business Unit Leaders - 9%
Not responsible
responding The Company Spokesperson - 9%
Individual Employees - 5%

The General Counsel I 2%

When a company experiences a data breach, who do you most want to hear from to learn how the company is responding?
18



Who Should Understand Cybersecurity?
All employees need to understand cybersecurity, with the exception of the
company'’s spokesperson

What levels within those companies should understand the
importance of cybersecurity for their business?

Most
critical to
understand

Somewhat
important to
understand

Not very
important to
understand

CEO

Senior Management Team

Board of Directors

IT Team

C-Suite Executives
CIO/CTO/CISO
Business Unit Leaders
Individual Employees

The General Counsel

The Company Spokesperson _ 27%

Thinking about the companies you are invested in, what levels within those companies should understand the importance of cybersecurity for their business?

© Brunswick Insight 2016
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Demographics
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I Demographics

Investor Focus Region Age

® Buy-Side Investor ® North America ® Europe m20-29 ®30-39 m40-49
m Sell-Side Analyst )
m Other W Asia m UK m50-59 m60+ ENA

Other

21






